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> Agenda

* BRM Introduction

« Data Classification Updates
» Windows Updates

* Microsoft 365 Rollout

« PC Deployment Schedule

e DolT Updates

o Division Q&A
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Data Classification Updates

Russell Gatlin




P Data Classification Updates

The Information Risk, Policy & Compliance committee has approved a new Security Control Family for Data
Classification (DC).

e  Public. Data that is openly available to the public. Few restrictions are placed on this type of data. See security control
DC-3.

e  University-Internal (formerly Controlled). Data that may be accessed by eligible employees in the course of university
business. This data may be releasable to the public upon request, but requires protection and evaluation to ensure
lawful release. See security control DC-4.

e Confidential. Data that is restricted because of legal, ethical, or other constraints, and may not be accessed without
specific authorization. Improper release would have a significant adverse impact to the university and may be subject
to notification requirements. See security control DC-5.

e  Critical (formerly Restricted). Data that can likely result in criminal or civil penalties if inappropriately handled. This is
the highest level of classification for data, and use is limited to explicitly designated individuals with a stringent
business requirement. See security control DC-6.

—l
Tools for determining Data & Impact: Data Classification Tool Impact Calculator
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https://it.tamu.edu/policy/it-policy/controls-catalog/controls/DC/DC-1/
https://it.tamu.edu/policy/glossary.php#glossary_term-86
https://it.tamu.edu/policy/glossary.php#glossary_term-105
https://it.tamu.edu/cc/DC-3
https://it.tamu.edu/policy/glossary.php#glossary_term-105
https://it.tamu.edu/policy/glossary.php#glossary_term-86
https://it.tamu.edu/cc/DC-4
https://it.tamu.edu/cc/DC-5
https://it.tamu.edu/policy/glossary.php#glossary_term-105
https://it.tamu.edu/cc/DC-6
https://it.tamu.edu/community/tools/data-classification.php#question-1
https://it.tamu.edu/community/tools/impact-calculator.php#q6

Windows Updates

Justin Ellison




>  Windows Update Deployments

TAMU Security Control requires critical updates be installed within 30 days.

e Update Windows: Every Saturday and Sunday, 1Tam-6am
e Approved updates will install and automatically restart during maintenance
windows. This is the only time automatic reboots will happen.

o Users should save their work and log off of their DSA computers (leaving them
powered on) at the end of the work week and on weekends.

o If a computer is powered off or otherwise unavailable during the maintenance
window, the next time the computer comes online the approved updates will
begin installation.

o This may trigger a message on the computer that a restart is requested.

o We encourage users to restart at their convenience. Otherwise, the triggered
automatic restart will happen during the next maintenance window.

Reference: https://doit.tamu.edu/update-schedules/

DIVISION OF STUDENT AFFAIRS

© O enanunss


https://doit.tamu.edu/update-schedules/

b Windows 20H2 Rollout Schedule

UPDATE DATE DEPTS

In Progress Pilot Members

3/1/2021 BGCC, DMS, MUSA, SLS, UART, VRSC
3/8/2021 CAPS, DRL

3/15/2021 SHS, REC

3/22/2021 MSC, UCEN

3/29/2021 DR, ODSL, SACT

4/5/2021 OOC, ROTCs, OVP/MarCom
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PC Deployment Schedule

Frank Nino




> PC Deployment Schedule: Planned

2021 Feb Mar Apr May Jun Jul Aug Sep

Rec Sports
(7 PCs)
Ticketed

VRSC
(16 PCs+1LT)
Ticketed

StuAct

(126 PCs + 40 S

LT)
Ticketed
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> PC Deployment Schedule: In Work

2021 Feb Mar Apr May Jun Jul Aug Sep
VPSA
(27 PCs) ( J
Being Discussed
Rec Sports
(~ 100 PCs) | |

Being Discussed
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> PC Deployment Schedule: Future

2021 Feb Mar Apr May Jun Jul Aug Sep
0]0]6: [ ]
(~ 29 PCs)
MSC [ ]
(~ 20 PCs)
DMS
(All Existing Equip) [ ]
SHS
(~117 PCs) I |
BGCC
(~12 PCs) . J
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> DolT Updates

e Apps: Custom CorpsApps now also providing value to
Galveston's Texas A&M Maritime Academy (TAMMA)

e Upcoming Maintenance to DSA Infrastructure to increase
data security

e Exchange 365 Migration has been pushed back to no sooner
Spring Break time frame; DivIT communication coming soon

e Beware of space used when creating Cloud Zoom recordings

e Position Updates (SAll, SADII, ITT&C, ServiceDesk x2)
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Division Q&A
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